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ABSTRACT 
Introduction: Understanding the challenges of telehealth 
interventions is essential to determining their future 
direction in cancer pain management, as these are 
considered complex interventions. This systematic review 
aimed to identify the challenges associated with telehealth-
based interventions in cancer pain management. 

Materials and Methods: The Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses (PRISMA) 
guidelines were followed. A systematic search was 
conducted from January 19 to February 2, 2022, covering the 
past 10 years. Databases searched included PubMed and 
EBSCO. Inclusion criteria were articles published in English 
focusing on cancer pain in patients with any cancer 
diagnosis. Data were extracted on participants, 
interventions, and outcomes, with a particular focus on 
challenges reported in each study. A total of 320 
publications were retrieved and screened; 38 articles met 
the inclusion criteria. 

Results: The most reported challenge was limited or slow 
Internet access, followed by lack of technological expertise 
among healthcare teams and low computer literacy. Human 
resource-related challenges were also frequently reported, 
including inadequate reimbursement mechanisms, 
concerns over malpractice, increased staff workload, and 
absence of formal organisational structures. In studies 
conducted after the COVID-19 pandemic, data-related issues 
such as data security and management were also 
highlighted. 

Conclusion: Telehealth is a rapidly growing technology with 
the potential to transform healthcare delivery. Addressing 
the challenges identified in this review may help guide the 
development and implementation of more effective 
telehealth interventions in cancer pain management. 
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INTRODUCTION 
Technological innovations are full of exciting opportunities 
in the direction of novel approaches to enhance clinical care 
delivery, and one of the innovations that has recently 

grasped the attention of the medical fraternity is telehealth. 
Telehealth uses telecommunications technology as a 
modality to deliver clinical care to populations with limited 
access to care.1 Common approaches for telehealth are live 
video teleconferencing, remote monitoring, text, email, 
mobile health applications, and store-and-forward 
technology.2 In the pre-pandemic era, telehealth was mainly 
used for primary care needs only, but now specialized and 
urgent care health services are being utilized more than ever 
before, and this also includes cancer pain management.1-3 

Cancer is a global health concern. In terms of mortality, 
cancer is the second cause of death globally (8.97 million 
deaths) after ischemic heart disease but will probably become 
the first in 2060 (18.63 million deaths).4  Regardless of the 
type of cancer, the potential symptoms of cancer can be a 
challenging experience for patients, and pain is probably one 
of the most burdensome of all cancer symptoms for patients 
and their families.5-7 Cancer pain is a product of complex 
interactions among the central and peripheral nervous 
systems, the immune system, and cancer cells.7 Cancer cells 
and the local immune cells produce a variety of biochemical 
substances that interact with pain receptors.7  

We believe telehealth is the next milestone in the health 
delivery system and utilizing it to its full advantage in cancer 
pain management could lessen the cancer burden faced by 
cancer patients and their families. While telehealth has 
improved drastically, especially after the pandemic, there are 
still some challenges to be addressed to fully utilize it. This 
systematic review was carried out with the aim of identifying 
those challenges. This review can facilitate the development 
of a better remote healthcare delivery system to lessen the 
cancer burden faced by cancer patients and their families. By 
addressing the challenges, we also can establish personalized 
care and able to make sure the patient receives appropriate 
and timely care when needed, without putting the patient at 
risk.  

MATERIALS AND METHODS 
Search strategy 
The Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses (PRISMA) guidelines were adopted for the 
literature search.8 From January 19 to February 2, 2022, the 
search for articles was conducted. A research protocol was 
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PICO                                    Concept                                                                          
Population                          cancer patients 
Intervention                         Telehealth based intervention  
Control                                 Not applicable 
Outcome                              Challenge in managing pain

Table I: PICO concepts used in the review

Free keywords                                   
Growth’ OR ‘tumor’ OR 
‘malignancy’ OR ‘sarcoma’ OR 
‘carcinoma’ OR ‘neoplasm’ OR 
‘melanoma’ OR ‘tumour’ OR 
‘lymphoma’ OR ‘myeloma’ OR 
‘fibroadenoma’ OR ‘meningioma’ 
OR ‘metastasis’ OR ‘neurofibroma’ 
OR ‘teratoma’ OR ‘neoplasia’ OR 
‘malignant growth’ OR ‘cancerous 
growth’ OR ‘malignant tumor’ OR 
‘lump’ OR ‘polyp’ OR ‘tumefaction 
disease’ OR ‘bump’ OR 
‘excrescence’ OR ‘outgrowth’ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
‘Web-based intervention’ OR 
‘technology intervention’ OR 
‘internet intervention’ OR ‘tele-
health intervention’ OR ‘telecare’ 
OR ‘telehealth’ OR ‘tele-
dermatology’ OR ‘teleradiology’ 
OR ‘tele-education’ OR ‘e-health’ 
OR ‘tele-medicine’ OR ‘tele-mental’ 
‘Pain control’ OR ‘numbing’ OR 
‘analgesia’ OR ‘pain killing’ OR 
‘pain relief’ OR ‘pain control’ OR 
‘pain therapy’ OR ‘opiate’ OR 
‘morphine’ OR ‘anesthesia’ 
 
 
‘Challenges OR ‘limitations’ OR 
‘barriers’ OR ‘issues’ OR ‘concerns’ 
OR ‘control’ OR ‘restriction’ OR 
‘control’ 

MESH terms                                                                                                                
("Neoplasms"[Mesh] AND "Thyroid Cancer, Papillary"[Mesh] AND "Breast Cancer 
Lymphedema"[Mesh] AND "Cancer-Associated Fibroblasts"[Mesh] AND "Prostatic Neoplasms, 
Castration-Resistant"[Mesh] AND "Neoplasms, Second Primary"[Mesh] AND "Head and Neck 
Neoplasms"[Mesh] AND "Colorectal Neoplasms, Hereditary Nonpolyposis"[Mesh] AND "Uterine 
Cervical Neoplasms"[Mesh] AND "Colitis-Associated Neoplasms"[Mesh] AND "Urologic 
Neoplasms"[Mesh] AND "Sigmoid Neoplasms"[Mesh] AND "Liver Neoplasms"[Mesh] AND 
"Unilateral Breast Neoplasms"[Mesh] AND "Urogenital Neoplasms"[Mesh] AND "Testicular 
Neoplasms"[Mesh] AND "Stomach Neoplasms"[Mesh] AND "Pharyngeal Neoplasms"[Mesh] AND 
"Oropharyngeal Neoplasms"[Mesh] AND "Gallbladder Neoplasms"[Mesh] AND "Ear 
Neoplasms"[Mesh] AND "Endometrial Neoplasms"[Mesh] AND "Vulvar Neoplasms"[Mesh] AND 
"Vaginal Neoplasms"[Mesh] AND "Uterine Neoplasms"[Mesh] AND "Urethral Neoplasms"[Mesh] 
AND "Ureteral Neoplasms"[Mesh] AND "Tonsillar Neoplasms"[Mesh] AND "Thymus 
Neoplasms"[Mesh] AND "Splenic Neoplasms"[Mesh] AND "Rectal Neoplasms"[Mesh] AND 
"Prostatic Neoplasms"[Mesh] AND "Penile Neoplasms"[Mesh] AND "Pelvic Neoplasms"[Mesh] AND 
"Pancreatic Neoplasms"[Mesh] AND "Ovarian Neoplasms"[Mesh] AND "Nose Neoplasms"[Mesh] 
AND "Nasopharyngeal Neoplasms"[Mesh] AND "Mouth Neoplasms"[Mesh] AND "Mediastinal 
Neoplasms"[Mesh] AND "Lung Neoplasms"[Mesh] AND "Laryngeal Neoplasms"[Mesh] AND 
"Kidney Neoplasms"[Mesh] AND  "Intestinal Neoplasms"[Mesh]) AND ( "Granulosa Cell 
Tumor"[Mesh] OR "Endocrine Gland Neoplasms"[Mesh] OR "Esophageal Neoplasms"[Mesh] OR 
"Colonic Neoplasms"[Mesh] OR "Breast Neoplasms"[Mesh] OR "Urinary Bladder 
Neoplasms"[Mesh] OR "Appendiceal Neoplasms"[Mesh] OR "Adrenal Cortex Neoplasms"[Mesh] 
OR "Carcinoma, Ovarian Epithelial"[Mesh] OR "Triple Negative Breast Neoplasms"[Mesh] OR 
"Neoplasms, Germ Cell and Embryonal"[Mesh] OR "Jejunal Neoplasms"[Mesh] OR "Ileal 
Neoplasms"[Mesh] OR "Gastrointestinal Neoplasms"[Mesh] OR "Anus Neoplasms"[Mesh] OR 
"Duodenal Neoplasms"[Mesh] OR "Adrenal Gland Neoplasms"[Mesh] OR "Inflammatory Breast 
Neoplasms"[Mesh] OR "Muscle Neoplasms"[Mesh] OR "Trophoblastic Neoplasms"[Mesh] OR 
"Tongue Neoplasms"[Mesh] OR "Thyroid Neoplasms"[Mesh] OR "Skin Neoplasms"[Mesh] OR 
"Salivary Gland Neoplasms"[Mesh] OR "Pituitary Neoplasms"[Mesh] OR "Parotid 
Neoplasms"[Mesh] OR "Parathyroid Neoplasms"[Mesh] OR "Lip Neoplasms"[Mesh] OR "Jaw 
Neoplasms"[Mesh] OR "Heart Neoplasms"[Mesh] OR "Eye Neoplasms"[Mesh] OR "Digestive 
System Neoplasms"[Mesh] OR "Cecal Neoplasms"[Mesh] OR "Brain Neoplasms"[Mesh] OR "Biliary 
Tract Neoplasms"[Mesh] OR "Bile Duct Neoplasms"[Mesh] OR "Non-Muscle Invasive Bladder 
Neoplasms"[Mesh] OR "Retinal Neoplasms"[Mesh] OR "Breast Neoplasms, Male"[Mesh] OR 
"Neoplasms, Squamous Cell"[Mesh] OR "Neoplasms, Basal Cell"[Mesh] OR "Neoplasms, Post-
Traumatic"[Mesh] OR "Carcinoma, Merkel Cell"[Mesh] OR "Retinoblastoma"[Mesh] OR "Paranasal 
Sinus Neoplasms"[Mesh] OR "Maxillary Sinus Neoplasms"[Mesh] OR "Carcinoma, 
Hepatocellular"[Mesh] OR "Fallopian Tube Neoplasms"[Mesh] OR "Bone Neoplasms"[Mesh] OR 
"Prostate cancer, familial" [Supplementary Concept] OR "Thyroid cancer, Hurthle cell" 
[Supplementary Concept] OR "Hematologic Neoplasms"[Mesh] OR "Infratentorial 
Neoplasms"[Mesh] OR "Colorectal Neoplasms"[Mesh] OR "Supratentorial Neoplasms"[Mesh] OR 
"Otorhinolaryngologic Neoplasms"[Mesh] OR "Meningeal Neoplasms"[Mesh] OR "Hypothalamic 
Neoplasms"[Mesh] OR "Cerebellar Neoplasms"[Mesh] OR "Hypopharyngeal Neoplasms"[Mesh] OR 
"Carcinoma, Non-Small-Cell Lung"[Mesh] OR  "Carcinoma, Renal Cell"[Mesh] ) 
"Telemedicine"[Mesh] AND “Telerehabilitation"[Mesh] 
 
 
 
 
 
 
 
"Acute Pain"[Mesh] AND "Pain Management"[Mesh] AND "Breakthrough Pain"[Mesh] AND  
"Musculoskeletal Pain"[Mesh] AND "Chronic Pain"[Mesh] AND "Visceral Pain"[Mesh] AND 
"Nociceptive Pain"[Mesh] AND "Eye Pain"[Mesh] AND "Pain, Referred"[Mesh] AND "Flank 
Pain"[Mesh] AND "Shoulder Pain"[Mesh] AND "Complex Regional Pain Syndromes"[Mesh] AND 
"Pelvic Pain"[Mesh] AND "Neck Pain"[Mesh] AND "Low Back Pain"[Mesh] AND "Abdominal 
Pain"[Mesh] AND "Facial Pain"[Mesh] AND "Chest Pain"[Mesh] AND "Back Pain"[Mesh] AND 
"Pain, Procedural"[Mesh] AND "Cancer Pain"[Mesh] AND  "Pain"[Mesh] 
Not applicable. 

Table II: Keywords and MeSH terms used in the search in PubMed
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Inclusion criteria                                                                                             Exclusion criteria  
Patient with any type of cancer                                                                     Animal test subject 
Studies involved cancer pain only                                                                  Patient who underwent nerve ablation procedure. 
Peer reviewed conference proceedings, journal, or preprints                     Not peer reviewed articles 
Papers Written in English                                                                               Articles in any language other than English 
Papers translated to English 
Any article published between 2012 and 2022 

Table III: Inclusion and exclusion criteria used in the review

agreed upon before the review. There was no pre-registration 
or publication of the research protocol. 
 
Both PubMed and EBSCO were searched for relevant articles. 
To construct a search syntax, we employed the Population, 
Intervention, Control, and Outcome (PICO) framework. The 
PICO concept was used in a search query to focus on current 
questions in a clinical setting.9 The PICO framework was used 
to choose keywords for this study (Table I). 
 
The keywords and MeSH terms were used to search PubMed 
for articles for this systemic review based on the PICO concept 
(Table II). Whereas, the EBSCO search solely utilised free 
keywords. 
 
Selection of studies 
A set of inclusion and exclusion criteria were utilized in this 
review (Table III). Due to our review's emphasis on peer-
reviewed publications in academic journals, the grey 
literature was left out. English-language publications with 
publication dates between 2012 and 2022 comprised the 
articles chosen from these databases. 
 
Data extraction, synthesis and analysis 
There were three phases to the screening process with peer 
reviewing. Three reviewers independently screened the titles 
and abstracts of all publications identified by the search 
during the first stage, and the results were compared. To 
decide whether a certain publication should be included, 
differences were discussed. 
 
The full texts of publications identified as relevant in the first 
phase were reviewed by three reviewers during the second 
screening phase, and differences were discussed. The authors 
of several of the articles in the publications that were 
screened were contacted to obtain the full version of their 
works because they weren't readily available. Some authors 
sent us their full papers in response to our request. 
 
The reference lists of the articles chosen in the second phase 
were reviewed during the third screening phase to determine 
if any relevant publications had been missed. The same 
inclusion and exclusion criteria were used for all three 
screening steps (Figure 1).  
 
In this study, Excel 2019 was used for data extraction. The 
extraction fields included the study characteristics (year of 
publication, author, countries which were involved in the 
study, study design), challenges of telemedicine-based 
intervention addressed in the study and effect of the 
challenges of telemedicine-based intervention. 
 

The Excel method is efficient, cost-free, and able to generate 
clear and comprehensive reports on systematic reviews. It is a 
credible substitute for the systematic reviews created by 
cutting-edge software and equipment.1 After the data 
extraction, the information was synthesised and presented 
narratively.  
 
Quality assessment 
All publications included in the review were assessed for risk 
of bias qualitatively. The assessment included risk of bias in 
reporting and evidence selection, as well as risk of bias in the 
primary study, detection, performance, attrition, and 
outcome reporting bias. The Cochrane Collaboration Risk of 
Bias Tool 2.0 for interventional studies and the Newcastle-
Ottawa Scale for observational studies are two tool that were 
used to evaluate the validity and reliability of the studies 
used in this review paper. A thorough evaluation was 
performed for each study by four authors of this paper. 
 
 
RESULTS 
Study Description 
A total of 320 publications were retrieved and then assessed 
based on our inclusion and exclusion criteria. Of those 
publications, 27 articles were removed as duplications, and 
258 were filtered out as they did not meet the inclusion 
criteria for this review. There was no automation tool used for 
exclusion or detection of duplication. Thus, 38 of the 320 
articles were accepted for review (Table IV). 
 
Summary of Evidence 
The findings are presented according to year, as we believed 
the advancement of telehealth in a yearly manner may 
influence the challenges possessed by it (Table VI).11 The most 
reported challenge, regardless of year, was limited or slow 
Internet access, followed by a lack of technological expertise 
among the healthcare team and computer literacy (Table VI). 
An interesting finding from the review was the human 
resource-related challenges, including reimbursement 
mechanisms for healthcare providers, concerns regarding 
malpractice-related issues, longer staff time, and a lack of 
formal organisational structures (Table VI). In studies 
conducted after the COVID-19 pandemic (2021 and 2022), 
data-related deterrents, including data security and data 
management, were some of the challenges reported (Table 
VI). 
 
 
DISCUSSION 
Main Challenges in Telehealth-Based Cancer Pain 
Management 
The challenges of telehealth-based intervention in cancer 
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pain management were explored in this review. Regardless of 
the year, slow or limited Internet access, a lack of 
technological know-how among the healthcare team, and 
computer literacy were the most frequently reported.12-28 A 
study in 2020 also elucidated a similar finding, and the 
researchers believed access to the Internet was critical for 
successful telehealth implementation.29 Poor connections to 
networks and slow Internet connections adversely impact 
communication between healthcare workers and patients 
during telehealth consults. If the Internet connection is slow, 
it will also be challenging to perform a visual examination, 
which requires higher-resolution imaging and may create a 
space for medical error or misdiagnosis.30 
 
Technological and Computer Literacy Barriers 
‘Lack of technological expertise among healthcare teams’ 
was a challenge noticed in 2018, 2020, 2021, and 2022. 
19,21,23,25,31 This finding is consistent with a study conducted in 
2022, which indicated that any novel technology's efficacy 
and future development are significantly impacted by factors 
including user awareness and comprehension of the concept, 
implementation skills, and a work setting that fosters 
technology adoption.32 Clinicians' inadequate understanding 
of telemedicine appears to have shaped how they perceive 
the technology. Consequently, giving healthcare workers 
additional knowledge about new innovations, like 
telemedicine, can aid in getting a more accurate depiction of 
their perspectives.12 
 

In 2013, 2016, 2017, and 2019, the common challenge was 
‘computer literacy’.14,18,22,28 A Philippine study found that after 
completing computer literacy training, their participants had 
a positive attitude towards computers and the internet. Their 
comfort with using a computer and their favourable opinion 
of the advantages of the internet largely influenced their 
behavioural intention to use telehealth. These results 
demonstrate the significance of computer literacy training as 
a crucial element of an effective telehealth programme.33 

Patients can efficiently learn how to utilise computers and the 
internet via proper computer literacy training, and they can 
also comprehend how important it is to support their interests 
in using telehealth. 
 
Human Resource and Reimbursement Issues 
Another food for thought that emerged from the review was 
the human resource-related challenges that involve 
telehealth. This includes reimbursement mechanisms for 
healthcare providers, concerns regarding malpractice-related 
issues, longer staff time, and a lack of formal organisational 
structures.13,14,18,31,34,35,36,37 Among these, **reimbursement 
mechanisms for healthcare providers were recorded in most 
of the years (2019, 2020, and 2022).31,35,36 Despite evidence 
from earlier studies elucidating that clinicians were generally 
in support of its utilisation, it would be challenging for them 
to afford to deliver the service without payment.38 Payment 
rates should also be in line with the cost of the service to 
prevent paying too much if physicians can deliver more visits 
per session using telehealth. To prevent unintentionally 

Classification category                           Subcategories                                  N (%)*                                           Reference  
Country of research                                      Australia                                        5.26                                                   1,2 
                                                                        Canada                                        13.16                                                  3-7 
                                                                         China                                           5.26                                                   8,9 
                                                                          India                                            2.63                                                    10 
                                                                           Iran                                            5.26                                                 11,12 
                                                                           Italy                                            2.63                                                    13 
                                                                        Mexico                                          2.63                                                    14 
                                                                     Netherland                                      2.63                                                    15 
                                                                          Spain                                           5.26                                                 16,17 
                                                                       Tanzania                                        5.26                                                 18,19 
                                                            United Kingdom (UK)                              2.63                                                    20 
                                                    United States of America (USA)                     47.37                                                21-38 
Research approach                                         Cohort                                          7.89                                                3,14,22 
                                                                  Cross-sectional                                   5.26                                                 13,18 
                                                                Literature review                                 2.63                                                    21 
                                                     Randomised clinical trial (RCT)                     57.89              1,4,5,6,15,16,20,23,24,25,26,27,28,29,30,31,32, 
                                                                                                                                                                               33,34,35,36,37 
                                                                 Protocol of RCT                                   2.63                                                    17 
                                                            Structured interaction                             7.89                                                8,10,19 
                                                               Systematic review                                15.79                                         2,7,9,11,12,39 
Year of publication                                          2012                                            2.63                                                     3 
                                                                          2013                                            7.89                                                4,16,23 
                                                                          2014                                            7.89                                               23,24,25 
                                                                          2015                                           10.53                                           26,27,28,29 
                                                                          2016                                            5.26                                                 17,30 
                                                                          2017                                            7.89                                                5,15,31 
                                                                          2018                                            2.63                                                    32 
                                                                          2019                                           10.53                                           33,34,35,36 
                                                                          2020                                           15.79                                       6,10,14,20,21,37 
                                                                          2021                                           10.53                                             1,8,18,38 
                                                                          2022                                           18.42                                       2,7,9,13,14,15,19 
 
* percentages show the share of the total publications reviewed.

Table V: General description of the 38 publications included in the review

12-Systematic00294.qxp_3-PRIMARY.qxd  26/09/2025  10:59 AM  Page 606



Systematic review of challenges of telehealth-based intervention in managing cancer pain

Med J Malaysia Vol 80 No 5 September 2025                                                                                                                                                607 

Year         Types of challenges                                                                                                                                                            References  
2012         •    Large variances between care delivery systems and a lack of standardization in home telehealth devices.                  37 
                •    Questionable role of remote monitoring of vital signs. 
                •    Difficulty in operating the software/ app leads to frustration among patients.                                                                  
2013         •    Limited or slow Internet access.                                                                                                                                        17,18,56 
                •    Computer-illiteracy. 
                •    Excessive time needed for tele-consultation represents an overwhelming burden for some who are  
                     struggling to cope with advanced stage of cancer.                                                                                                                
2014         •    Contacting the patient for feedback and follow up was often a challenge.                                                               34,46,47 
                •    Patients’ complaint of “symptoms and quality-of-life” issues.  
                •    It took significantly longer than anticipated for participants to complete the consultation session with  
                     physician.                                                                                                                                                                                    
2015         •    Patients showed only small improvements over the treatment period.                                                                     27,44,51,54 
                •    The routine utilization of telehealth is limited by persistent patient access barrier.                                                           
2016         •    Longer staff time required.                                                                                                                                                 18,52 
                •    Limited or slow Internet access. 
                •    Computer-illiteracy.                                                                                                                                                                    
2017         •    Excessive number of steps required to complete a function in telehealth-based intervention.                                  14,20,22 
                •    Difficulty in operating the software/ app leads to frustration among patients. 
                •    The constrained screen size of smartphones diminishes the capacity of patient to interact with the device. 
                •    High workload and burnout detected among healthcare workers. 
                •    Computer-illiteracy.                                                                                                                                                                    
2018         •    Lack of technological expertise among healthcare team.                                                                                                   21 
                •    Limited or slow Internet access                                                                                                                                                 
2019         •    Lack of delivery models that match patients’ challenges and needs.                                                                          15,35,55,58 
                •    Reduced engagement of patient due to time burden involved in telehealth intervention. 
                •    Patients receiving hospice care may be too ill to benefit from and utilize of telehealth intervention. 
                •    Reimbursement mechanisms for healthcare providers. 
                •    Computer-illiteracy                                                                                                                                                                     
2020         •    Questionable role of remote monitoring of vital signs.                                                                                              13,16,19,36, 
                •    Challenges multidisciplinary pain management.                                                                                                               45,48 
                •    Ethical challenges. 
                •    Policy issues. 
                •    Concerns regarding malpractice-related issues. 
                •    Lack of formal organizational structures. 
                •    Reimbursement mechanisms for healthcare providers. 
                •    Lack of technological expertise among healthcare team. 
                •    Poor interest from health care workers. 
                •    Social/cultural challenge. 
                •    Privacy issues. 
                •    Limited or slow Internet access. 
                •    Longer staff time required. 
                •    Difficult to motivate patients to adopt behaviour change.                                                                                                    
2021         •    Limited or slow Internet access.                                                                                                                                      24,25,26,50 
                •    Lack of technological expertise among healthcare team.                                                                                                      
                •    Reduced engagement of patient due to time burden involved in telehealth intervention. 
                •    Data security. 
                •    Display of content in software/app lacks attractiveness. 
                •    Lack of electricity. 
                •    Limited availability and expense of maintaining a professional workforce to deliver telehealth.                                     
2022         •    Concerns regarding malpractice-related issues.                                                                                                            23,31,40,41, 
                •    Lack of formal organizational structures.                                                                                                                        49,53,57 
                •    Reimbursement mechanisms for healthcare providers. 
                •    Lack of technological expertise among healthcare team. 
                •    Poor interest from health care workers. 
                •    Social/cultural challenge. 
                •    Prescription issue.  
                •    The complexity of the technology used. 
                •    Data management challenges. 
                •    Large variances between care delivery systems and a lack of standardization in home telehealth devices. 
                •    High workload and burnout detected among healthcare workers.                                                                                     
 

Table VI: Major challenge of telehealth-based intervention in cancer pain management identified in this review
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encouraging the use of telehealth interactions, the idea of 
payment equality is emerging. This payment parity is an 
important step because some clinics have made a significant 
change, raising the percentage of telehealth consultations 
from 10% prior to the pandemic to more than 90% during 
the pandemic.39 After the pandemic, regulatory reform 
dictating payment parity will need to be maintained, and 
proper reimbursement for telemedicine will be a key element 
in ensuring widespread usage. Without these adjustments to 
reimbursement, fewer physical clinical visits may force some 
small practices, particularly those in rural regions, to run into 
financial difficulties. 
 
Data Security and Privacy Concerns 
Another interesting finding that was noticed in studies that 
were conducted after the COVID-19 pandemic (2021 and 
2022) was data-related deterrents, including data security 
and data management.25,40,41 To protect patients and increase 
public trust, a comprehensive policy framework is required to 
secure the privacy and security of data gathered by telehealth 

technologies. Lack of limits or controls on the collection, use, 
and disclosure of sensitive personal data is one of the privacy 
concerns of telehealth. Specifying the types of security threats 
that telehealth systems should be protected against is 
necessary when describing the security risks and suitable 
security controls.42 There are several technical safeguards that 
can guard against these security threats. By using complex 
mathematics and encryption keys to electronically lock data, 
data encryption can assure that even if an attacker obtains 
access to the raw data, the data will be useless.43 
 
Limitations of the Review 
There are a few limitations in our review. The relative scarcity 
of studies from certain years, particularly 2012, 2016, and 
2018, may limit the accuracy of estimating the magnitude of 
the problem during those periods. Selection bias was a key 
limitation, as the reviewed studies did not consistently 
account for patients with different cancer types and stages.44-

58 
 

Fig. 1: Prisma flowchart diagram of the screening process
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Additionally, our review was restricted to English-language 
publications and studies indexed in a limited number of 
academic databases. This linguistic restriction may have led 
to the exclusion of relevant studies published in other 
languages, particularly those from non-English-speaking 
regions where telehealth adoption may differ. Consequently, 
this could have introduced a geographical bias and limited 
the generalizability of our findings. Future research should 
aim for a more inclusive approach by incorporating studies 
in multiple languages and broadening the database search 
strategy. 
 
Another potential source of bias stems from the process of 
data extraction and study evaluation, which was primarily 
conducted by a single researcher. Although we mitigated this 
bias to some extent through verification by a second and 
third researcher, the risk of subjective interpretation remains. 
Despite our efforts to apply a rigorous and comprehensive 
search strategy, it is possible that some relevant studies were 
inadvertently overlooked, particularly those under 
consideration for publication or indexed in other databases. 
 
 
CONCLUSION 
The use of telehealth in clinical settings for managing 
chronic medical conditions, including cancer pain, is 
expanding rapidly, particularly in the wake of the COVID-19 
pandemic. While this technology presents opportunities, its 
adoption remains hindered by multiple challenges. As 
telehealth continues to evolve, healthcare providers, 
researchers, and policymakers must consider strategies to 
optimize its implementation. To enhance telehealth adoption 
and overcome existing barriers, we recommend that 
healthcare policymakers establish clear guidelines and 
regulations to standardize telehealth-based interventions for 
cancer pain management. This includes addressing legal 
concerns, ensuring data security, and developing 
reimbursement models that incentivize telehealth services 
without imposing financial burdens on providers. 
Furthermore, efforts should be made to integrate telehealth 
training into healthcare education programs to improve 
technological literacy among medical professionals. 
 
Telehealth developers should tailor their technologies to the 
specific needs and capacities of different populations, 
considering factors such as infrastructure limitations and 
digital literacy. The insights from this analysis can guide the 
design of more accessible and effective telehealth solutions. 
By proactively addressing these challenges, telehealth has the 
potential to significantly improve cancer pain management 
and patient outcomes. We hope that the findings from this 
review will contribute to shaping future research and policy 
discussions, ensuring that telehealth interventions are both 
effective and sustainable. 
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